Steps for validating Digital Signature in output certificate:

Step 1: User has to check the internet connectivity. Internet connectivity is required to execute the
following steps.

Step 2: User has to open the certificate (PDF file).

Step 3: User has to click on the digital signature in the certificate. A pop up called “Signature Validation
Status” will open.

Step 4: User has to click on the “Signature Property” button from the pop up.

Signature Validation Status

Signature is VALID, signed by Testd5 45 45
<prafulkumar.ghodke@emudhra.com>.

- The document has not been modified since this signature was applied.
- The document is signed by the current user.

Signature Properties... I Close

Step 5: User has to click on the “Signature Property” button from the pop up and a new pop up called
“Signature Property” will open.
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Signature is VALID, signed by Test45 45 45
éb <prafulkumar.ghcdke@emudhra.com>,

Signing Time: 2015/10,/09 12:58:26 +05'30°
Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The document is signed by the current user.

Signing time is from the clock on the signer's computer. I

Signature was validated as of the signing time:

2015/10/09 12:58:26 +05'30' '
Signer Info

Path validation checks were successful.

Revocation checking is not performed for Certificates that you have directly
trusted.

I Show Signer's Certificate... I

Advanced Properties... I Validate Signature ] I Close




Step 6: User has to click on the “Show Signer’s Certificate” button from the pop up and following screen
will appear.

This diallog allows you to view the details of a certificate and its entire issuance chain. The details
1| correspond to the selected entry.

] Show all certification paths found

Testt5 4545 <prafukum | Summary | Detis | Revocation | Trust | Poiicie Legal Notce|

& Testd54545
Personal
Issued by:  e-Mudhra Sub CA for Class 3 Platinum Individual
eMudhra Consumer Services Ltd.
Valid from:  2015/01/21 14:04:49 +05'30"
Valid to:  2017/01/21 14:04:49 +05'30"

Intended usage:  |Digital Signature, Non-Repudiation, Email i
Protection, Client Authentication
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@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2015/10/09 12:58:26 +05'30"

Step 7: User has to click on the “Trust” tab from the pop up and following screen will appear.

.
Certificate Viewer T ]

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the
chains were issued by a trust anchor.

Show all certification paths found

2011 -TEST Summary | Details | Revocation | Trust | Policies | Legal Notice
ra Test 10G
Audhra Sub CA for Class 2 Gol This certificate is not trusted.

test test test3] <test@emudh
Trust Settings
¥ Sign documents or data
3 Certify documents

ecute dynamic content that is embedded in a
| Execute dy h bedded
| certified document

3 Execute high privilege JavaScripts that are embedded in
a certified document

3 Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates.
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@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2015/08/21 15:03:26 +05'30
Validation Model: Shell




Step 8: User has to click on the “Add to Trusted Certificates” button and following pop up will appear.

- ——— - — N
Acrobat Security ==

¥ you change the trust settings, you will need to revalidate any signatures to see

B the change,

Trusting certificates dircctly from a document is usually unwise. Are you sure
you want to do this?

Step 9: User has to click on the “Ok” button and following pop up will appear.

Import Contact Settings E

Certificate Details

Subject: test test test31 <test@emudhra.com>
Issuer:  e-Mudhra Sub CA for Class 2 Gold Individual 2011

Usage: Digital Signature, Non-Repudiation

Expiration: 11/27/2015 11:33:38 AM
Trust

A certificate used to sign a document must cither be designated as a trust ancher or
chain up to a trust anchor in order for signature validation to succeed. Revacation
checking is not perfermed en or abeve a trust anchor.

Use this certificate as a trusted roet
If signature validation succeeds, trust this certificate for:
Signed documents or data
[7] Certified documents
Dynamic content

Embedded high privilege JavaScript

Privileged
etc)

stem operations (networking, printing, file access

Step 10: User has to select the check boxes and click on ‘Ok’ button.

Signed documents or data

Certified documents
Dynamic content

Embedded high privilege JavaScript

rivileged system operations (networking, printing, file access,
etc)

Help




Step 11: User has to close the PDF file and reopen again.
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File Edit View Window Help
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West Bengal.

The Annual income of his family is Rs. 12504 (Rupees Twelve Thousand Five
Hundred and Four Only) from all source as confirmed and ascertained by
causing enquiry of BDO, Katwa-I, Subdivision: Katwa.

1 Signature valid
Digita\lzy sibgn Testd5 45 45
Date: 2015.10W5 12:58:26 IST

Block Development Officer
Katwa-|
Burdwan




